Subject Year Curriculum Overview – Computer Science Year 11
	
	Autumn 
	Spring 
	Summer

	
	Learning Cycle 1
	Learning Cycle 2
	Learning Cycle  3
	Learning Cycle 4
	Learning Cycle 5
	Learning Cycle 6
	Learning Cycle 7

	Topic 

	1.4 Network Security

	2.1 Algorithms  
	2.3 Producing Robust Programs
	Mock exams 
	1.6 Ethical, Legal, Cultural and Environmental Impacts of Digital Technology
	Summer exam series. 

Computer Science Paper 1 and Paper 2. 
	

	
	2.2 Programming Fundamentals

	Critical Prior Knowledge 
	1.1 Systems architecture
1.2 Memory and storage
2.5 Programming Languages
1.5 Systems Software
1.3 Computer Networks.

	Bebras challenge and computational thinking topic  in Key Stage 3. 
	2.2 Programming fundamentals. 
	1.1 Systems architecture
1.2 Memory and storage
2.5 Programming Languages
1.5 Systems Software
1.3 Computer Networks.
1.4 Network security
2.4 Boolean Logic
2.1 Algorithms
2.3 Producing Robust Programs
	Internet safety covered in Key Stage 3. 
	1.1 Systems architecture
1.2 Memory and storage
2.5 Programming Languages
1.5 Systems Software
1.3 Computer Networks.
1.4 Network security
2.4 Boolean Logic
2.1 Algorithms
2.3 Producing Robust Programs
1.6 Ethical, Legal, Cultural and Environmental Impacts of Digital Technology
	

	Overall Intent
(Big ideas and key concepts)

	
Threats to computer systems and networks, how to identify and prevent vulnerabilities.



	Computational thinking: abstraction, decomposition and pattern matching and how these are used to solve problems. 
	How can ROBUST programs be created that are defensive against hacks and attacks?

How can this be implemented in the design stage of the program development?

	To revisit the topics covered within the specification and apply their knowledge to a summative assessment. 
	To understand the legislations relevant to computer science. That Technology introduces ethical, legal, cultural, environmental and privacy issues. 
	
	

	Essential
Knowledge milestones 
(What students must master)


	
Threats posed to devices/systems

Knowledge/principles of each form of attack including how the attack is used and the purpose of the attack. 

Understanding of how to limit the threats posed in 1.4.1.

Understanding of methods to remove vulnerabilities.

Knowledge/principles of each prevention method: what each prevention method may limit/prevent, how it limits the attack.




	The principles of computational thinking. 

Designing, creating and refining algorithms.  

Searching and sorting algorithms. 
	Defensive design considerations: input validation, maintainability.

The purpose of testing, types of testing, identifying syntax and logic errors. 
Refining algorithms. 
	All of the previous units covered. 
	Impacts of digital technology on wider society 

Legislation relevant to Computer Science

	
	

	
	2.2 Programming Fundamentals

The use of variables, constants, operators, inputs, outputs and assignments.
The use of the three basic programming constructs used to control the flow of the program: sequence, selection and iteration.
Common arithmetic operators and the common Boolean operators AND, OR and NOT.
The use of data types.
Additional programming techniques: use of basic string manipulation; the use of basic file handling operations; the use of records to store data; the use of arrays when solving problems, including one-dimensional and two-dimensional arrays.

	Cultural Capital



	To be able to identify, prevent threats and remove vulnerabilities.
	Developing problem solving skills to define and refine problems using abstraction, decomposition and algorithmic thinking. 
	To be able to create robust computer programmes suitable for the purpose for which they were made. 
	Preparation for future summative assessments under exam conditions.
	To understand the impact of the development of technologies on both the environment and society. 
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	Mode of Retrieval 

	End of topic MCQs

Written assessment covering all topic covered so far. Past exam questions used.

	End of topic MCQs

Written assessment covering all topic covered so far. Past exam questions used.
	End of topic MCQs

Written assessment covering all topic covered so far. Past exam questions used.
	Mock exam covering all content covered so far. Paper 1 and paper 2. 

	End of topic quiz

End of topic MCQs
	External exam – Paper 1 and Paper 2
	

	ECC Student Characteristics


	H&S = Healthy and safe 
R = Resilient learners including activities beyond the classroom 
Car = Careers and aspirations 
R&B = Respect and good behaviours 
CCS = Confidence and communication skills (including literacy, numeracy, extended writing, reading and listening 
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	H&S = Healthy and safe 
R = Resilient learners including activities beyond the classroom 
R&B = Respect and good behaviours 
CCS = Confidence and communication skills (including literacy, numeracy, extended writing, reading and listening 
CED = Mutual tolerance and awareness of cultures, equality and diversity 

	R = Resilient learners including activities beyond the classroom 
Car = Careers and aspirations 
R&B = Respect and good behaviours 
CCS = Confidence and communication skills (including literacy, numeracy, extended writing, reading and listening 

	

	Connection to future learning
(When is this developed / revisited)?


	2.1 Algorithms

Paper 1 and 2

OCR A Level Computer Science
	Paper 1 and 2

OCR A Level Computer Science
	2.3 Producing Robust Programs 

Paper 1 and 2

OCR A Level Computer Science
	Paper 1 and 2

OCR A Level Computer Science
	Paper 1 and 2 

OCR A Level Computer Science
	OCR A Level Computer Science
	



